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use unigue passwordads

You'll need a password

Make your password unique.

Password

T Toronto, Canada | ACM CCS | October 18, 2018 | @ M @ ,@,



Booking.com
: = PayPal

Spotify

\
AmericanAirlines ¢

Balébﬁr"
& reddit W5z GO m
% X PH @ <2 Dropbox

eby (1]1] Tube ©)
.« , sony (Google

slack

2 Toronto, Canada | ACM CCS | October 18,2018 | @ [ & &

& Microsoft ¥+




'J!

‘use a password manager

+ Edit % @t O

All Vaults 77 items sorted by Title v
7 Vaults

Apple ID (iCloud)
,ﬂ > lﬂi- Personal

AgileBits Corporate Card
3714 **** 8431

All Items
AgileBits Forum
WendyAppleseed

AgileBits Office Wi-Fi

Favourites

username
wendy.c.appleseed@gmail.com

WATCHTOWER leBi Passwerd
Agl eBits S EEEEEEERE FantaStIC '\‘:\1”
Alfred
2
Logins Amazon https://appleid.apple.com/#!&page=signin
wendy.c.appleseed@gmail.com iCloud
Secure Notes Apple ID (iCIoud) https://www.icloud.com
, wendy.c.appleseed@gmail.com
Credit Cards B g SECURITY
Identities B admin@agilebits.com best friend = e
sesssssnse Fantastic ()
Bank Accounts parents city
L BN B BN BN BN BN BN BN BN Fantastic
Driver Licenses CBC.ca O
wendy.c.appleseed@gmail.com mother’s maiden
Passports Sessssnnns Fantastic ‘4*\:.
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people reuse passwords
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Og) AcmeCo

Memory-Hard Hash Function ( Rate-Limiting Guessing (

Email Argon2i Hash of Password oy

I'm not a robot

jim@mail.com  $argon2i$v=19$m=4096,...

Password Strength Meter (
Username Your password could be better.

B Consider inserting digits into  (WhyZ2)
the middle, not just at the end

Password
B Make your password longer  (WhyZ)
acmecs13 than 8 characters
|
Show Password & Detailed Feedback @ | ® Consider using 1 or more (Why?)

symbols

A better choice: \a#D18cmccs

How to make strong_passwords
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03& AcmeCo Linked [}

Email Emaill
jane@aol.com

jim@mail.com jessey@gmx.net

jenny@gmail.com

jim@mail.com

john@hotmail.com
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Linked [[}}

Email SHA-1 Hash of Password
jane@aol.com  7c4a8d09ca3762af61e595209

jessey@gmx.net 5baa6le4c9b93£3£0682250b6
jenny@gmail.com 7c222fb2927d828af22£59213

jim@mail.com ba93664a90285b9ff18a7a081
john@hotmail.com b1b3773a05c0ed0176787a4£1l
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crack all the things!

S> hashcat —m 100 —a0 STARGET SDICT

ROcky!17

Linked [[3}

Email Cracked SHA-1 Hashes
jane@aol.com 123456

jessey@gmx.net 5baa6ledc9b93£3£f0682250b6

jenny@gmail.com Canadadever
jim@mail.com ROcky!17
john@hotmail.com HikingGuy89
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dead on arrival

3& AcmeCo

Email Argon2i Hash of Password

jim@mail.com Sargon2iS$v=19$m=4096, ..
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dead on arrival

4

AcmeCo

Email Argon2i Hash of Password

jim@mail.com Sargon2iS$v=19$m=4096, ..

Linked [}

Email Cracked SHA-1 Hashes
jane@aol.com 123456
_ 5baa6ledc9b93£3£068225
jessey@gmx.net
0b6
jenny@gmail.com Canadadever
jim@mail.com ROcky!'17
john@hotmail.com HikingGuy89

-
L
S
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dead on arrival

e

’@ AcmeCo
Email Cracked
jim@mail.com ROcky!17
Linked [{}}
Email Cracked SHA-1 Hashes
jane@aol.com 123456
_ 5baa6ledc9b93£3£068225
m jessey@gmx.net 0b6
1 g u e s s Is jenny@gmail.com Canadadever
jim@mail.com ROcky!'17
h ' john@hotmail.com HikingGuy89
enough!

(@
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»--have i been pwned?

Check if you have an account that has been compromised in a data breach

314 5,009 32964 380,540 387,820,647

pwned websites pwned accounts pastes paste accounts
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black market monitoring

0O / Listing M\+

S1 @' '/6 /\) (i) trdealmgn4uvm42g.onion/listing/3600 El] ¢ Q_ Search

A0 =m0 w O g BTCO0.0000 # Home A My RealDeal s Support () Logout

TheRealDeal All j | want to order ... m

Home / Information and Fraud / Databases / Linkedln 167M

Linkedin 167M

L J
Llnked m By peace_of_mind ( 100.0% )
0 5.0000/ BTC 5.0000
In stock. Qty: 0 :J
Postage Option
i J Buy It Now
Escrow Yes, escrow by RealDeal is available. Favorite @uesiion
Class Digital

Ships From Worldwide

Pl
)
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black market monitoring

@ BEST PRODUCTS REVIEWS NEWS VIDEO HOW TO SMART HOME CARS DEALS Q @ [ JOIN / SIGN IN ]

SECURITY

Facebook buys black market
passwords to keep your account
safe

The company's security chief says account safety is about

more than just building secure software.

BY KATIE COLLINS | NOVEMBER 9, 2016 12:56 PM PST

f Y F S xR
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what’s the state-of-the-art?

Resel Your Password | view a5  webpage

CARBONITE®
M Gma'l Blase Ur <blaseur@gmail.com> e
. i Tom,
Important information regarding your Houzz account T % an Racsed Googes Page

For your prteciion and the safety of your data, we have reset ihe password on your account,
o access your account, you must choose & now, secure password

HOUZZ <moroply@houzs com> 1013PM(12hoursago) & = houzz Someone has your password

\ . 1 message

- ’ Reset Your Password
s has Reston Google <no-reply@accounts.google.com> Sun, Oct 30, 2016 at 2:38 PM
mMessage has been delsind. Resicre message To: blaseur@gmail.com This acton s being taken proaciively and at tis e there is no eidence o ndiate hat
wify . . ‘your account or data have been compromised. Your backups are safe and your regular
backup schedule will contine.
f' hOUZZ Please Confirm Your Identity What Happened

Google (2] oy S———

attempts to access a number of Carbonite accounts. This activity appears to be the result of a
hird party attacker using compromised email addresses and passwords obtained from other
companies that were previously attacked. The attackers then tried fo use the stolen

in attempt to your account. information to access Carbonite accounts. Based on our security reviews, there is no
1 phease log in from coe of these browsers you have ssed before:

Hi Avatar\van, w mm evidance to suggest that Carbonite has been hacked or compromised.
- P .
. <maximilian.golla@gmail.com> 7 (10 W a 21:50)

Our security team noticed that y

What Information Was Involved

While we will continue to monitor and investigate the matter, we have determined that some

M James a o 10 usernames and passwords are involved. Additionally, for some accounts, other personal
from another sesvice that was re Jn in attempt to your plaad & photo 10 to confirm your identity. Someone has your password ifomotion may nave been 0064
T profect your Spotly acoourt. we've seeet your password. The & . C % Y. 16 . What We Are Doing
As a precaution, and 1o protect Bacasn we tafeve € Ty fane Deen COMprOTIed Gung A e on ease Confirm Your Identity ) To ensu the protection of o our customers and the ssfety of thelr dats, we are roquing al
& ! GPOTET S8PVOS WY WANCH YOU LSS 1he SO DASIWCH ; Hi Blase, Carbonite customers to reset ther login information. Our Gustormer Care teamis standing by
update your password 10 acces: Wed, Sep 6, 2017 at 3:22 PM ST T S (R iy (0 D (D (O D AER st amono i e orl 1 T o afocs g
T A Puat we barve srse pins Fraebirnie Girm pavmord forgotPassword, Dont worry! Ths & purely & preventsive secunty measue. Nobody blaseur@gmail.com.

S mme e Parve 30O KON CNRGHTE Bt TS PO 1 8 il
sccansbie Getsbase wiated o o Comoromvae of 8 Bt party ewteen

In additon to our existing monitoring praciices, we willbe roling out additional security
has acoessed your Spotfy ROCOUNE, a7 YOO GISa I8 SeOUm

Details: measures to protect your account, including increased securiy review and two-faclor
> - 8 authentication [which we strongly encourage you to use],
T Camgromne of pond wurame 3 pbatarard Ged Aot 3 Ol Becasg vy As a reminder, it is a best practic T Cwate 2 rew DasIWOR] B0 YO Gan g hack 8o S0l sToy 0 Sunday, October 30, 2016 9:38 PM (Central Africa Time)
Treetarcer com spensted wat property if you share them across service Victoria Falls, Zimbabwe* What You Should Bo
K the bag green basion below 3
b Use the link above to reset your password. We highly recommend using "strong” unique

o oo Goawvw s sowe ki o your odniuk sing 9 ivming o ' SO

e~ Google stopped this sigrvin attempt, but you should review your recently used devices: e antesonisit. fros o s ot i st ot o
Thanks, - S | a e e 5 o s posenés oo o ol
Coreiiy The et ba1h" o {iigirresend e sty Wi Purd (T setadtes ) The Houzz Team d asign in W

N wnr ) 1 Do eriries and nchude ekt Do aebates NChadng | inkede LESS MO Y MR 6O For more information please contact Customer Care at https://support.carbonite.com.
Uarce, Dropbor and Adcte

11 Dution G rot work, please Glok here 1o how 10 reset your From: Microsoft account team

Al 8 pracavnonasy security massare, we e reset yous Froetsncer passeond, o - p i
e i o .6 o, ploos b 5900 80 0 reniysn sl R Fasswons —anay Bt Date: Friday, April 17, 2015 at 6:26 AM
were hated oalioe, likely as & rews It z y':j::;jzge‘:u’:?‘;“‘;' it Guarding your personal information is very important 10 us, 50 we The Google Account Subject: Microsoft account unusual sign-in activity
o cismns e decicley al v aie AdobaSid want to make you aware of a situation that could impact your Spirit NGGHSaR aecaunt
e passweed eset hmk 1 000 WO 330 9908 ChaNGg e CatSWOrd Wi o servces o0 CoDe o2 Allines FREE SPIRIT account

WICH yOu U0 T ST Ore.

A e s el - B nt We have leamed that your logn information appears 1o have been Center U n u S u a l S |g n - | n a Ctl\/lty

¥ o have ary questions
§ reedar ar Sugoun Toam

A revetten yor parreord seesce cortect b

VA e e

EVERNOTE - s Engian please cick hars compromised in connection with a pricr breach, unrelated to Spirit
S04, ompany Sop wpdates 8o -. e Viiered tur networs. The aBachars »y Airfines. This activity does not appear 10 be associated with any
Teoslancer Security T “enty Agva ro Adcaton Pl Pere A . o You received this mandatc
e wech a8 new Dyoglets, Mo, Ao vt 46794 breach of cybersecurity at Spirit Airines. your Google product or ac W detected something unusual about a recent sign-in to the Microsoft account " @comcast.net. To
1 380 Ty Nawe Deen sconsed We ¢ .
Dear Evernote user, ¥ ayoma ©2016 Google Inc., 1600 help keep you safe, we required an extra securty challenge.
e sedion If this was you, and you didn't have access to the phone or backup options you registered for Al this tme, there is no evidence that your credit card
i Secuniy 2-Step verification, you can update those options here. e ~ : P
Evemote's Operations & Security team has discovered and blocked suspicious WOcean for ancther webute, .',: ':::: '::_: N".:{ :: Information Is at risk. In order 1o protect access 1o your FREE y X
activity on the Evemnote network that appears to have been a coordinated The Google Accouns team e wser O of pasawert. As Switys. | SPIRIT account, we have disabled your current password and have Sign-in details:
et &9 accses secun aieas of e Eventote Servce. Google Accounts Help SRRNES sent of will be sending you instructions to update your FREE Country/region: United States
Center W PGS Of TRLT a0 NSy SPIRIT password
As a precaution to protect your data, we have decided to implement a :3.;: e ':: "':_:‘::’:’_:"‘ IP address: 55555555
o - ot — - .- password reset. Please read below for details and instructions. ‘Ft":_ r—T : : 5 &
- ——— You received this mandatory emailsenvice announcement to pdats you about important changes fo e bty We're heee 10 help, 80 ¥ you have any quesSons, please do not Date: 4/17/2015 6226 AM (EST)
In our security investigation, we have found no evidence that any of the vour Google product or account el ""';:"\" """’ e hesitate to contact us
v content you stose in Evemote was acceesed, CthQ“" nrlnet Wa alon hauas nn © 2017 Google Inc., 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA L G ¥ Are Ty Neve I' ‘h ,h ,h L
oo is was you, then an sa noce this em
R — evidence that any payment information for Evemote Your account 1s in read-cely mode 1o prolect your pins kom suspicious actmty. Please reset your password Lo secure your account s : e YL ey i9 i
e A et Business customers was accessed. ng” ncerely,
g ey——_ een cha Spirit Ariines
— ¢ v+ Searc Add r . - - g 2
= The investigation has shown, however, that the indi " M d+ If you re not sure this was you. a malicious user might have your password. Please review your recent activity
et ettt able to gain access to Evemnote user information, wi and we'll help you take corrective action.
:_;_--:i—::::? email addresses associated with Evermnote accounts
T, Even though this information was accessed, the passwords stored by Evemote e
- —— + g are protected by one-way encryption. (In technical terms, they are hashed and htt 688 UL pgten & Never show this again = — Review recent activity
ST sated) -
e Heto |
fa— N—— To opt cut or change where you receve securty notfications, chck here,
—————— Al AMazon we take your security and peivacy very serously As pan of our routine monitoring, we discovered 2 st of emad
— s g——— addresses and passwords posted oniine  VWhile the list was not Amazon+eiated we know that many Customers reuse the Someone May Hav
——————— naseweeds on mutiple websites. Since we believe your emal addresses and passwords were on the st we have assigned Thanks
S —— - woed 10 your Amazon coem account cut of an abundancs of caution anks,
o s - ey 2 DR s R The Microsoft account team
e g . your passwced whan you feturn 10 x2on comn Se TO reset your pasew cur Accont .
A" An 8 socurty measme, you et 1o Ut your passwrd Kif Leswing ;,3., o s Aimdane som: O o B 1 Do CR he T gl oot PAAares?” B 0 4 P’ B T e My rocRegentlv. there was a securi
i hﬂmmnmﬁumummw-’mm(ww - swoed Assistance Daoe. After you enter your emall or moblie phore number. muwivm&“w b e o =
S Snitwpemmtonanas . - Wete Address Book g Quick Filter eorch... <CtrieK 3
Emm [ = = JLCECEO o —
et W Pinterest - » formwd (@ fochive @ Mk © Dol
by o + We hove detected suspicious activity on you Pinterest account 18/00/2042 46 NETFL'X
S e emea s As recent events with other large services have demonstrated, this type of B % 5 4 - < bt x (e 1o no-rephy@pinterestcem
- activity is becoming more common. We take our responsibility to keep your data To make sure you continue havmg the best experience poss:ble on Lmkedm' ware ,; Keep Your Account secure ¢ To Ajey Other Actions ~ Doar Sam
safe very seriously, and we're constantly enhancing the security of our service regularly monitoring our site and the Internet to keep your account information safe. : . A |
infrastructure to protect Evemote and your content. ) Your security on Instagram is a top priority ) (;). ! Q Ve v etechnd & BAGCIOS HP-1 10 your Motk account. You Nethis
MCOOUE iy Nave Deer WYEAOSAOD Oy & MDA O § SOrACe A MAOC M)
Yyou must reset your a0 talie 10 ansire that soun We've recently noticed a potential risk to your LinkedIn account coming from for us. Based on our automated checks, e Nettin. et 0 be 53's %) Grovent sy brrer unauroroed acoess of you
1 1 K W v et you ™ 3
outside Linkedln. Just to be safe, you'll need to reset your password the next time we've discovered that the password you use —_— e amain
assword before ou can - you log in. for Instagram is the same as one that was | Hi, Ajay Fiaase ik o Rk caon st ielioms b oo e
p Yy it stolen from another site. We haven't B vz symasase g e ey on o)
nt.n ails - instead go directly to the Here's how: detected any suspicious activity on your Y U PO W RSO 10 5571 1 10 Metlhx 00 your devicen
continue _ _ account, but we recommend you change ST ScACrIS MY NS 10060 B0 YOUE Pee] o A .
ologize for the annoyance of 1. Go to the LinkedIn website. account without your permission Please creale 3 new Reset Passwi —_ ¥Ou4k0 Change yOur pRIEEENd Eh ary "
o e s ston il your password Basewond b Secies yoir atacant ey e o) 10 e Dozerd We a0 wand 10 a8 you T
. . ) we believe this simple step wil g . YTErE FRYTANCY 1 SECLE ARG doet FOF fead YO D Changed W have
Your email was found in a leak of user data from another service.  , ;ave any questions, please ’ i s rore recomrendetons K how 10 keep your Netha SCC0unt 001 1) s Mk
We're temporarily preventing access to your account to protect it 2. Next to the password field, click the "Forgot your password" link, and B ange Password vy
against unauthorized access, in case you've reused the same enter your email address.
assword on SoundCloud. : fon: You hewe ey Quantions or feed Lrtar assierce. Dl Vil Pe Mol
P 4 More information: ot 41 e A A COMID OF Call b af 1868-5TB TAT2
m 3. You'll get an email from LinkedIn asking you to click a link that will help ! - . : -
H . Sommore 1 logged into your Pnterest account om 3 new location in India. To et Pt = 2
Your email address or profile URL * you reset your password. 2615 1073 883 T i ot med T ety it o e e i o o o it e domaisrscr
posts followers fO”OWng xyw sacue &t with 3 1. ARar you create 3 saw password, your acceunt wall be fully
' ) . . tonal e e
somecne e | ENtEr your email address or profile URL Xor page. | 4. Once you've reset your password, a confirmation email will be sent to the
confirmed email addresses on your account. Edit Profile Thanks Questions? Call 18685797172

e e b g e o

et vt v« A link to reset your password will be emailed to all addresses
e s w4 e ASSOCIated with your account. To learn more, visit our Help Center. Thanks for helping us keep your account safe,

The LinkedIn Team

Request a password reset

3 et b T of Une s Prucy Satemert
VO et Comn. Low Gotos. CA 9002 U LA
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Keep your account secure

Based on our automated security check, your Facebook password
matches one that was stolen from another site. We aren't aware of any
suspicious activity on your account, but please change your password
now to help keep it secure.

PRI
R~

)
.G y )‘I
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N :

qoogle.com

As 3 precautan W protest yaur dats, we have desided 4 implamaent &

Passwand rasst Plasss read halow for detaila and inatrustions

24 notifications

tivity now x

e_doe

\ccount Secure

stagram is a top priority
ur automated checks,

representative

\ . >
oo s s > B : ~+ *he password you use
Important information regarding your Houzz account -~ - - -
ime as one that was
Wourz 1013 PM (12 hours #90) & ﬁ houzz S '
>§ r site. We haven't
oo i Jus activity on your
¢ nmend you change
¥ hovzz y g
sword
o m
Our security team noticed that your emall and password were included in a data breach
from anothéer service that was releasaed on the imMarmaet
As a precaution, and 10 protect your Houzz account, we have reset your password. Please
update
o Spirit s eoe
£33 rOr Y O 0 41"?”»,1..‘.v"'\ i:,:]l'.,.,“}'{:
AS & rer particularly
f you st
Edit Profile
Thanks Guarding your personal information s very importan s we
The Hox wand 1o make you aware of & stuation Bt pat
Arines FREE SPIRIT account
To: bl p— Wo have learned that your O aton 3CEears 1O have teer
v ormised treach. unrelated ¥
Arines This activity does not appear 10 be associated with ar J
ohn Doe @
GO breach of cybersecurty at Spirit Arfines
Al this e there Is no evidence that your credit card
+= Information Is at risk. In order %0 profect access o your FREE
SPIRIT account, we have s ve
sant or Wil be sending you instructions 10 up Wnue having e best expenence possbie on Unkedin, we're
Ke SPIRIT pessword 2 siter and the inlernet 10 keep your account informasion safe
F We're here 50 help, 30 If you have any questons, please
YC SecLu hoeate 3 aact um | & potential risk 80 your Linkedin account coming from
forus. B o 10 be safe, you'll nesd 10 reset your password the next time
v "
fe disc core
Instac Sprit Artnes
. Here's how.

:ntly used devices:

Change Password

2615 1073

Edit Profile

You received this mandatory email service announcement to update you about important changes to

your Google product or account.

883

Jle Accounts Help

1. Go 1o the Linkedin website.

2. Next 10 the password field, click the "Forget your password™ ink, and
enler your emnail address.

3. You'll gel an email from Linkedin asking you o dlick & link that will help
YOuU resel your password

4. Once you
confierne

Thanis for helping

The Linkedin Tean

© 2016 Google Inc., 1600 Amphitheatre Parkway, Mountain View, CA 94043, USA

NETFLIX

Accoun

www neia cor TR our

iite unrela

FAWE WITRRAIY WMITRRARW WY M TR, WML FWAE ) e e account |

using the same password i

n both places.

To secure your account, you'll need to answer a few questions an

your protection, no one can see you on Facebook until you finish

17

Questors? Call 1 8665797172
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methodology
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previously sent password-
reuse notifications

) STUDY? ¢

iIndividual components of
password-reuse notifications

Toronto, Canada | ACM CCS | October 18, 2018



lmagine you have an
Important account with
AcmeCo...
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¢ AcmeCo notifications

9:41 AM

jo_doe
Keep Your Account Secure

Your security on AcmeCo is a top priority
for us, Based on our automated checks,
we've discoverd that the password you use
for AcmeCo is the same as one that was
stolen from another site. We haven't
detected any suspicious activity on your
account, but we recommend you change
your password.

Change Password

21 Toronto, Canada | ACM CCS | October 18, 2018 | @ [ & &




guestions asked

notification
understanding feelings actions
/S S
perceptions demographics

] H/ B H/ B P
] B/ N B/ N B/ N /s
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survey setup

P

180 respondents 6 conditions

* Amazon MTurk
*15 mins

* Compensated $2.50
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notifications were
concerning and a priority

P

surprised
e annoyance o
aNxXi0us Cervous 83 /o
worried very nign or
concerned afraid h‘gh DHOth
confusion el
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‘ Why did you receive
this notification?

60% -cled account

21% a2t breach

/
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in]  fCRC £i@©

don’t mention allude to
DASSWOrd reuse DASSWOrd reuse

0-4% 48 - 56%
respondents respondents

lIsted password reuse as a cause
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Keep Your Account Secure

Your security on Instagram i1s a top priority for us.
Based on our automated checks, we've discovered
that the password you use for Instagram is the
same as one that was stolen from another site. We
haven't detected any suspicious activity on your
account, but we recommend you change your
password

Change Password

o Toronto, Canada | ACM CCS | October 18, 2018 | @ [ % §



Keep Your Account Secure

the password you use for Instagram is the
same as one that was stolen from another site.




“The chances of

someone guessing that |/
use the same password

are still incredibly low.”
(R1/1)
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STUDY 1

CONCLUSIONS

Current password-reuse notifications

Vv  elicit concern

X explain the situation
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five notification goals

sufficient
background

secure

actions legitimate



32

our model notification
e

D Inbox (200)
<4 Sent Mail

@ Drafts

ﬁI]- Trash (2)

D m

‘:0 From: AcmeCo

Please create a new password

Dear Jo,

During routine checks, we learned of a potential security incident in
which your AcmeCo account login and password may have been
compromised. This incident was likely a data breach of a service
unrelated to AcmeCo, but because many people reuse similar
passwords on multiple sites, your AcmeCo login information may
have been affected. While we have not detected any suspicious
activity on your AcmeCo account, you must create a new password
as a precaution.

Please go to the AcmeCo website or mobile app and we will
guide you through creating a new password.

To further improve your online security, we recommend:
» Enabling AcmeCo’s Two-Factor Authentication.
» Changing all similar passwords on other accounts.
* Using a password manager.

If you would like to learn more, please visit hitps://acmeco.com/
security. If you have any questions or need any further assistance,
please visit the Help Center at hitps://acmeco.com/help.

Thanks,
The AcmeCo Team

© 2017 AcmeCo. AcmeCo and the AcmeCo logo are registered trademarks of AcmeCo

Toronto, Canada | ACM CCS | October 18, 2018 | @M @ ﬂ



survey setup

588 respondents 15 conditions

* Arnazon MTurk
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ACCOUNT ACTIVITY

* Lompensatec

$2.50

OTHER ACCOUNTS
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What would you do about
yvour AcmeCo password?

Keep it the same 6%
Change it 90%
Don't know 3%
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¢ What would your new
password be?

Completely new 2%
DWW manager/browser 11%
Reused password 13%

68%
Other 6%
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“I know my password iIs
already strong and
unlikely to be hacked.”
(R338)
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“The hack wasn't
specific to this
company so It doesn’t
worry me.” (R69)
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“Until | see evidence
of hacking, | prefer
to keep my own
sanity.” (R300)
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STUDY 2

CONCLUSIONS

After seeing a password-reuse notification, users

\/ Wwould change passwords

X . but Ineffectively

X nave iIncomplete threat models
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conclusion

1. formative, systematic stuaies
Of password-reuse notifications
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conclusion

/. developed pest practices
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best practices

send via email + more immediate channel
name password reuse as root cause
force password reset

encourage 2FA and password managers

suggest unique passwords for other accounts
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[# Compose

MAILBOX

LJ Inbox (200)

<d Sent Mail

C/) Drafts

1]

Trash (2)

=) (@

.:' From: AcmeCo

Please create a new password

Dear Jo,

During routine checks, we learned of a potential security incident in
which your AcmeCo account login and password may have been
compromised. This incident was likely a data breach of a service
unrelated to AcmeCo, but because many people reuse similar
passwords on multiple sites, your AcmeCo login information may
have been affected. While we have not detected any suspicious
activity on your AcmeCo account, you must create a new password
as a precaution.

Please go to the AcmeCo website or mobile app and we will
guide you through creating a new password.

To further improve your online security, we recommend:
* Enabling AcmeCo’s Two-Factor Authentication.
« Changing all similar passwords on other accounts.
 Using a password manager.

If you would like to learn more, please visit hitps://acmeco.com/
security. If you have any questions or need any further assistance,
please visit the Help Center at https://acmeco.com/help.

Thanks,
The AcmeCo Team

© 2017 AcmeCo. AcmeCo and the AcmeCo logo are registered trademarks of AcmeCo.
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conclusion

3. future work should stuady
novel notifications
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amazon amazon .Com Favorites
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password
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1Password

-

Compromised Logins

Vulnerable Passwords
Reused Passwords

Weak Passwords

@ O % Y

Unsecured Websites

)

Inactive 2FA

O

Expiring

Passwords

BE/ ?°_® % % &

)S  AutoF Passwords Search Security Privacy Websites Extensions Advanced
y

v AutoFill user names and passwords Q |

Website User name Password

A
A
A
A
A
A
A
A

A Passwords reused on multiple websites

MacOS Mojave, Safari 12
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conclusion

3. future work should stuady
novel notifications AND fino
ccosystem-level solutions
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Designing

\

A

o ::ise create a new password Pa sswo rd - R e u s e

i} During routine checks, we learned of a potential security incident in
which your AcmeCo account login and password may have been
compromised. This incident was likely a data breach of a service . . .
unrelated to AcmeCo, but because many people reuse similar
passwords on multiple sites, your AcmeCo login information may O I I ‘ a I o n s
have been affected. While we have not detected any suspicious

activity on your AcmeCo account, you must create a new password
as a precaution.

, : : Maximilian Golla, ==4 THE UNIVERSITY OF
Please go to the AcmeCo website or mobile app and we will ) _ @
guide you through creating a new password. |\/| iran d 3 We | : C H I CAG O
J

To further improve your online security, we recommend: J U | | ette |—| a | N | | N e, :

« Enabling AcmeCo’s Two-Factor Authentication. _ o RUHR

* Changing all similar passwords on other accounts. _yd |A |: | | | pe, UNIVERSITAT R U B

» Using a password manager. \/l |,< D Ny th BOCHUM

arkus purmu '
If you would like to learn more, please visit hitps://acmeco.com . ] ’ ,
security. If you have any questions or need any further assistance, — | 1SSa Red M| | eS, s UNIVERSITY OF
please visit the Help Center at hitps://acmeco.com/help. @} MAMAND
Blase Ur c

Thanks,
The AcmeCo Team

Security, Usability, & Privacy
Education & Research
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