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Passworos
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Password Strength Meter

Nudge users toward more secure passwords

Create account Create account

Email address ‘ ‘ Email address ‘

Weak |1 Strong HHRRENNE
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Meter Implementations

Strength Value:
- Text [Weak, Medium, Strong]
- Color (Red, Orange, Green)

- Percentages (42%)

- Values/Scores (67) Implementation:

- Time (12 days) - Client-/server-side

- “Bits” (82 bits) - Heuristics

- Guesses (1,018,291) - Probabilistic models
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How secure is acmccsl8?

Weak

HOW SECURE IS MY PASSWORD?

acmeesis
|

1 woutd take a computer about

1MINUTE

1o crack your passwerd

acmccs18

confirt
Your password must have:

(2) 8 or more characters
(~) Upper & lowercase letters

. (9 Atleast one number
Securi

Strength:

—

Avoid using a password that you

use with other websites or that

might be easy for someone else
Securi toguess.

answe

10

Medium

acmecs18

Password

acmccs18
|
Show Password & Detailed Feedback

acmccs18 /9O

20 Regenerate

«©

Strong

Enter a password

acmeccsi18 et Strong password

t! That one we
orget it

Confirm passwo

acmces18

Your password will be bruteforced with an
average home computer in approximately

acmcecs18

Good news — no pwnage found!

This p: ol 't found in any of the Pwned Passwords loaded into Have | Been Pwned
That doesn't ssarily mean it's a good password, merely that it's not indexed on this site. If

d manager, go and download 1Password and change all

your passwords to be strong and unique.
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We need a Reference

Reference Strength Meter

f Strength  Password Strength  Password

1 o 123456 §
2 password
3 123456789
9 12345678

gwerty

cookie
7777777

password
1 123456789
2 12345678
qwerty
cookie
7777777
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1) Compare Strength Values

Comparison

Strength  Strength
Reference Meter

123456 1 7
password 2 3
123456789 3 1
12345678 9 2
gwerty 19 82
cookie 63 1309
7777777 154 430

00Ominer0  2.18E+8 1.12E+11
0031alice0031  1.69E+14 2.94E+15
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2) Count Over- and Underestimates
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Ground Truth

Comparison

Strength  Strength
Reference Meter

123456 1 7
password 2 3
123456789 3 1
12345678 9 2
gwerty 19 82
cookie 63 1309
7777777 154 430

00Ominer0  2.18E+8  1.12E+11
0031alice0031  1.69E+14 2.94E+15
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3) Compare Ranking

Ranking Ranking

Reference Meter
123456 1. 4.
password 2. 3.
123456789 3. 1.
12345678 4. 2.
gwerty 5. 5.
cookie 6. 7.
7777777 7. 6.

00miner0 9999. 9999.

0031alice0031°  10000. 10000.
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4) Compare Weighteq Ranking

Comparison

Weight Ranking  Ranking
Count Reference  Meter

123456 1. 4.
password 2. 3.
123456789 3. 1.
12345678 48229 4. 2.
gwerty. 19554 5. 5.
cookie' 15423 6. 7.
7777777 88076 7. 6.
00miner0 1 9999. Sleisle
0031alice0031 1 10000. 10000.
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Introduction

43gers (0.264—0.962); KesPass, Kew
systems (083063 [}

e e Results
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Our Approach

Goal: Identify the most appropriate metric to
measure the accuracy of strength meters

Simulate Compare
strength similarity
meters metrics

Create a

Reference
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Create a Reference

Strength: Frequency
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Create a Reference

Reference

20

Random sampling
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Create a Reference

REF-A vs. REF-B

Reference Meter
(Count) (Count)
63 64
19 19

R N W O
R N W
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Simulate Strength Meters

=)
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Monotonic Transformations
Quantization
Disturbances
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Simulate Strength Meters (Example)

Reference Meter
(Count) (Bin)
63 40
19 30
9 20
3 20
2 10
1 10

23

Medium
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Compare Similarity Metrics

ﬁ Correlation /\| Mean Error Metrics
- Pearson Correlation - Mean Absolute Error
- Spearman Rank Correlation - Mean Square Error
- Kendall Rank Correlation élé Weighted variants
(@ One-Sided/Pairwise Error Metrics 419
- Mean Abs./Squared One-Sided Lower Error Teste s
- Pairwise Error/Utility Rate ettt

Dﬁ Recommendation

- weighted and ranked metrics
(e.g., weighted Spearman correlation)
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Evaluated Datasets

PW List Year Service
RockYou 2009 Social Games
LinkedIn 2012 Social Network

000Webhost 2016 Web Hosting

Why multiple datasets?

- Service-specific passwords

- “Important” vs. “Don’t care” accounts
- Composition Policies

- Tuned meters
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Evaluation
Use Case 1: Use Case 2:
Online Attacker Offline Attacker

Sample: Rand. 1k from top 10k Sample: Random 10k
Strength: Count value Strength: PGS min_auto !

Querying the Meters:

Selenium (Appium) -
Contacting the developers \\\

Train/Patch/Reimplement app|um
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1 Security and Login x (2]

€ C' | @ Secure | https://www.facebook.com/settings?tab=security&section=password&view X ¢

Chrome is being controlled by automated test software.

o* General Security and Login

{3 Security and Login

€3 Your Facebook Recommended
Information

Edit

LU DS_ b a Se d St re n gt h m ete account. We recommend this to everyone.

Strong Pa 1

[N ) mobsec@chamaeleon: ~

niago

\ Weg superma

LL®@U:@SD:®S: %k

- \

(*%) Instant Games \

(% Business Integrations Weak

I3 Ads Login Strong Passwordl
3 Payments Weak myac

a, Change password

€ Support Inbox It's a good idea to use a strong password that you're not using elsewhere Weak mu

W Videos Weak midnight
Current Medium matthewl
Weak madison
New | seeesd| Weak london
Password strength: Weak Weak kitten

Re-type new Weak justédme
Forgot your password? Weak J oseph

Medium hellol23
Weak gateway




Large Scale Comparison

81

Implementations
tested

®
ubuntu LastPass«e«|
* @ KeePass gredd“ :‘: Dropbox

macOS High Sierra

U — Micss!s))fté m

bitwarden

1Password Bl SS‘E’;GO gle
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Outline

43gers (0.261—0.962); KesPass, ke,
aystems (08a9-069): I

o Results
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Accuracy

Markov Model
VEILGUA N\ DSS '12 [13] 0.721-0.998

Probabilistic Context-Free Grammar
ACSAC’12 [34] 0.963-1.000
DSN ’16 [65]

Recurrent Neural Network

USENIX 16 [46] 0.913-0.965
CHI “17 [59]
Advanced Heuristic
GV USENIX 16 [71] 0.554 -0.990
1.0 High positive correlation 0.0 No correlation -1.0 High negative correlation
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Accuracy

Password Managers (0.284—0.962): KeePass, Keeper, zxcvbn-based

Operating Systems (-0.849—0.469): ﬁ

Bad Accuracy Ok Accuracy

Good Accuracy
Very Bad Accuracy

Very Good Accuracy

Website Meters
(-0.224—0.997)
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Effect of Quantization

It’s important to carefully choose the quantization thresholds.

Cookie: 21 vs. Cookie: “Weak”

KeePass def quantize(strength):

strength 90:

- Bad thresholds:

Abs.: 0.393—0.884 "Fantaftic"
Quant.: 0.000—0.321 strength 60:
"Excellent™
1Password strength 35
- Good thresholds: . o Goog@-
Abs.: 0.276—0.807 streng ks
Quant.: 0.276—0.813 i
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Future Directions & Limitations
Next steps:

- Dependency on pw distribution
ID: 7B RNN Generic (Web) (0.421—0.777)
ID: 7C RNN Target (0.860—0.965)

- Model size
- Understand and mitigate the negative effects of quantization

- Work on the deployability, too! (zxcvbn’s success)

Limitation

Usability and deployability aspects are vital for a complete
assessment but are not presented in this work!
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password-meter-comparison.org

Password Strength Meter Comparison

o e e

Comparison
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