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People Choose Weak Passwords




What Makes a Password “Weak”?

Weak

/ Passwords

‘

Frequency

Passwords
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What Makes a Password “Weak”?

; Weak
Passwords
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Guess #1 Guess #387 Guess #1.3 x10°
123456 gqwertyl nx/l!iceCream
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Guess Number = Approximate Strength

Example:
© Guess Number
JOhnny1 4 ! /ges ‘nAmba/
Guess #:

" The number of guesses required
390,000 to guess a password.
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Application 1: Strength Meters

1—Strength Meter
Password Strong BERRRENE

000000000 P>




Application 2: Proactive Checking

PasswordlZ23!




Application 2: Proactive Checking




Application 3: Academic Research
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1. INTRODUCTION

Researchers have documented the numerous problems of text
passwords for decades — passwords are easy to guess, hard o re-
member, casily stolen, and vulnerable to observation and replay
attacks (e.g., [28,38]). The research community has invested sig-
nificant effort in alternatives including biometrics, graphical pass-
words, hardware tokens, and federated identity; however, text pass-
words remain the dominant mechanism for authenticating people
1o computers, and seem likely to remain that way for the foresce-
able future [5,23]. Better understanding of text passwords therefore
remains important.

Considerable effort has been spent studying the usage and char-
ics of passwords (e.g.. [13,17,34,35,45]), but password re-
arch is consistently hampered by the difliculty in collecting real-
istic data to analyze. Prior password studies all have one or more
of the following drawbacks: very small data sets [36], data from
experimental studies rather than from deployed authentication sys-
tems [31]. no access o plaintext passwords [3], self-reported pass-
word information [47), leaked data of questionable validity,
counts of minimal value [26,53]. As a result, the important ques-
tion of whether the results apply to real, high-value passwords has
remained open

In this paper, we study more than 25,000 passwords making up
the entire user base of Carnegie Mellon University (CMU). No-
tably, these passwords are the high-value gatekeeper to most end-
user (i.e., non-administrative) online functions within the univer-
sity, including email, grading systems, transeripts, financial data,
health data, payroll, and course content. Furthermore, these pass-
words were created under a password-composition policy among
the stricter of those in common use [18], requiring @ minimum of
eight characters and four different character classes. Using indi-
rect access to the plaintext of these passwords, we measure their
strength. In addition, we obtain contextual information from per-
sonnel databases, authentication logs, and a survey about password
creation and management, and correlate these factors with pass-
word strength. To acquire this data, we established a partnership
with the CMU information technology division; the research was
also vetted by our Institutional Review Board (IRB). Our approach
to analyzing this sensitive data securely provides a blueprint for
future research involving security-sensitive data in the wild.

Using this data, we make two important and novel contribu-
tions 1o the field of password research. First, we identify interest-
ing trends in password strength, measured as resistance to offline
puessing attacks, in which an attacker attempts to recover plain-
text passwords from their hashes [2,6,44]. Using statistical meth-
ods adopted from survival analysis. we find that users associated
with science and technology colleges within the university make
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Guess # Depends on Model

We don’t think in “cracks,” we think in guess numbers!

1! -

ashca In ! = ! = ! =

Guess #: Guess #: Guess #: Guess #:
1,928,730,033 8,346,290,721 inf. 390,000
Password Cracking: Guess Number:
Johnny14! - cracked Depends on

“trained” model
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Goals For Guess Numbers

1. Compute guess numbers efficiently
2. Configure guessing method systematically
3. Approximate real-world attack

Password

*X¥_
Efficient

Number Configuration Real-World

Guess

Hashcat
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Outline

1. State of the art
2. How software password-cracking tools work
3. Our efficient techniques for guess numbers

4. Our techniques for systematic configuration
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Password-Cracking Methods

Probabilistic Models Software Tools

~
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Probabilistic Models

Markov Models [Narayanan and Shmatikov, CCS 2005]

Probabilistic Context-Free Grammars [Weir et al., S&P 2009]

Neural Networks [Melicher et al., USENIX Security 2016]

Guess #

Configuration

Real ©

14 November 26, 2019 | PasswordsCon | Stockholm, Sweden




Password-Cracking Methods

Probabilistic Models Software Tools
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Software Tools

John the Ripper

Hashcat ¢

Hashcat

16
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Guess Number by Enumeration

1. 123456

) nacswanrad

5. p@sswOrd

6. Johnnyl4!
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Software Tools

John the Ripper

Hashcat ¢

Hashcat

v)
Guess# Y Reasoning Analytically About
Configuration @ Password-Cracking Software

[S&P 2019]
Re a Enze Liu, Amanda Nakanishi, Maximilian Golla®, David Cash, Blase Ur
University of Chicago, 7 Ruhr University Bochum
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Outline

2. How software password-cracking tools work
3. Our efficient techniques for guess numbers

4. Our techniques for systematic configuration
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20

Mangled Wordlist Attack

Wordlist

Super
Password
Chicago

Rulelist

1.
2.
3.

Append “1”
Replace “a” - “4”
Lowercase all

Guesses

Superl
Passwordl
Chicagol
Super
P4ssword
Chic4go
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Mangled Wordlist Attack

21

Wordlist

Super
Password
Chicago

Rulelist

1.
2.
3.

Append “1”
Replace “a” - “4”
Lowercase all

Guesses

Superl
Passwordl
Chicagol
Super
P4ssword
Chic4dgo
super
password
chicago
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Example Wordlists and Rulelists

Wordlist Rulelist
Linkedin (= 60,000,000) Korelogic (= 5,000)

109 — 1015+
HIBP (= 500,000,000) Megatron (= 15,000) >

guesses

Generated? (= 65,000)

+ Professionals’ private word/rule lists
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Outline

3.  Our efficient techniques for guess numbers

4. Our techniques for systematic configuration
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Is This Password in the Guesses?

24

Chic4dgo

Guesses

Superl
Passwordl
Chicagol
Super
P4ssword
Chic4dgo
super
password
chicago
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Is This Password in the Guesses?

25

Wordlist

Super
Password
Chicago

Rulelist

/

1.
2.
3.

Append “1”
Replace “a” - “4”
Lowercase all

Guesses

Superl
Passwordl
Chicagol
Super
P4ssword
Chic4go
super
password
chicago
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Insight

We can work backwards!
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Insight

27

III

“Rule Reversa

Marechal (PasswordsCon 2012)
Kacherginsky (PasswordsCon 2013)
and many others
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Inversion Process

Rulelist Password

x 1. Append “1” @ Chicdgo
2. Replace “@” - “4”
3. Lowercase all




Inversion Process

Preimages

Rulelist

Password

Chic4go E — 2

3.

Chicago 1. Append “1”

Replace “a” - “4”
Lowercase all

/ Chic4go

29
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Count Guesses

Wordlist Rulelist Guesses
Super Superl
Password 2. Replace “a” - “4 Passwordl
Chicago 3. Lowercase all Chicagol
— uper

P4ssword

Chic4go

super

password

chicago
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Count Guesses

31

Wordlist

Su
Pa
Chi

Rulelist Guesses

1. Append “1”

2. Replace “a” - “4
3. Lowercase all

uper
P4ssword
Chic4go
super
password
chicago
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Count Guesses

Wordlist

Super
Password
Chicago

32

Rulelist

2. Replace “@” - “4”

owercase a

Guesses

Superl
Passwordl
Chicagol

Super
P4ssword

Chic4go
super
password
chicago

| |
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Approach

- Invert each password for each rule
- ldentify the first rule, if any, that guesses it
- Sum guesses made by previous rules

+  Count guesses per rule (JtR) / word (Hashcat)
- Do this once per wordlist / rulelist combo

33 November 26, 2019 | PasswordsCon | Stockholm, Sweden
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Why is this non-trivial?
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Inverting Passwords

Exam-

Name  |FU"C [Description =7 wpudt Output Word |Note Name Function | Description Example Rule Note
tion ori
Rule . . . . R .
- Reject less <N Reject plains if their length is greater than N <G *
Nothing |: do nothing : \?V@O:; p@ssWord - X . - . .
Reject greater >N Reject plains if their length is less or equal to N >8 *
Lower- Lowercase all letters | 9@0537 p@sswOrd _ n ;
case WO Reject equal N Reject plains of length not equal to N 7 *
Upper- |, Uppercase all letters u P@SS~ b acsSWORD
case PP word 7@ Reject contain X Reject plains which contain char X Iz
Capital- - 3 p@ss— N N N ; N N
ize ¢ |Capitalize the first letter and lower the rest | Word |"@ssword Reject not contain | /X Reject plains which do not contain char X /e
Invert . . . . . .
Capital- |C &:;"f'case first found character, uppercase the . Sv@o:;_ P@SSWORD Reject equal first | (X Reject plains which do not start with X (h
ize ) R X ) .
Toaale @ Reject equal last )X Reject plains which do not end with X it
Ca?? Toggle the case of all characters in word. t €V0rd P@SSwORD
Reject equal at =NX Reject plains which do not have char X at position N =la *
Toggle @ TN | Toggle the case of characters at position N T3 %@05;7 p@sSWOrd * . N N ; N N .
r Reject contains %NX Reject plains which contain char X less than N times %2a *
Reverse |r Reverse the entire word r p@ss- drOWss@p ) R R R )
: Word Reject contains Q Reject plains where the memory saved matches current word [rMrQ e.g. for palindrome
Eautz[k d Duplicate entire word d SV@Oi:Ii S\gf;wordp@ss
Dupli- " " p@ss- p@ssWordp@ss
caten |PN  |Append duplicated word N times p2 WOrd |WOrdp@sswOrd Name ::::Ct Description :ﬁalénple Input Word 3‘;:5“ Note
Reflect |f Duplicate word reversed f 9@0537 s@gssWOrdf
WOrd |drOWss@p Swap front k Swaps first two characters k p@ssWOrd | @pssWord
Rotate p@ss—
Left { |Rotates the word left. { Word |@ssWorde Swap back K Swaps last two characters K p@ssWOrd | p@sswodr
:?;::e } Rotates the word right } \?v@o:;i dp@ssWor Swap @ N *NM |Swaps character at position N with character at position M *34 p@ssWOrd |p@sWsOrd |*
Append _ Bitwise shift e .
Charac- |$X |Append character X to end 51 \?v@of; p@ssWOrd1 left LN Bitwise shift left character @ N L2 p@ssWOrd |p@asWord |*
ter
Prepend Bitwise shift - P
Charac- |AX  |Prepend character X to front Al &@0:;7 1p@ssWord right RN Bitwise shift right character @ N R2 p@ssWOrd | p@9sWOrd |*
ter
L'f‘:”ca‘e [ |Deletes first character [ Sv@o:;i @ssWord ﬁsccrlelzment +N  |Increment character @ N by 1 ascii value +2 p@ssWOrd | p@tsWord |*
Trucate p@ss—
: 1 Deletes last character ] p@assWOr o
right Word gscn ¢ -N Decrement character @ N by 1 ascii value -1 p@ssWOrd |p?ssWOrd | *
Belete @ DN |Deletes character at position N D3 SV@Oi:Ii p@sWOord * ecremen
Replace N + .
E:;;a:t XNM |Extracts M characters, starting at position N |x04 %@ofif p@ss g 1 N Replaces character @ N with value at @ N plus 1 1 p@ssWOrd |psssWOrd | *
f;’:;‘e ONM |Deletes M characters, starting at position N 012 \"’V@Ofds’ psWOrd * Replace N - 1|,N Replaces character @ N with value at @ N minus 1 ,1 p@ssWOrd | ppssWOrd |*
::sert @|iNX  |Inserts character X at position N i4! SV@O:;_ p@ssWOrd * Ell-olrélllcfart:nt yN Duplicates first N characters y2 p@ssWOrd Sv%)fd@ss_ *
Over—

N " . . p@ss— " f _
write @ |oNX |Overwrites character at position N with X 03$ Word |P@s$word Duplicate YN Duplicates last N characters ¥2 p@ssWOrd p@ssWOr “
N block back drd
Truncate |, . ' p@ss— " N .

@N N [Truncate word at position N 6 Word |P@ssWo Title E Lower case the whole line, then upper case the first letter and every letter | P@ssWord | P@ssword |,
Replace |sXY |Replace all instances of X with Y 55$ SV@O:;_ p@$SWOord after a Space wrld World

p@ss- Title eX Lower case the whole line, then upper case the first letter and every letter . p@ssWO0rd- | P@sswOrd-
Purge  |@X |Purge all instances of X @s Word |P@word + w/separator after a custom separator character wOrld WOrld




Approach to Inverting Passwords

36

Chic4dgo

Represent preimages as = regex

Few: [ {C}{h}{i} {c}{a,4}{g} {o} ]
Many: 4444 - [{a,4}{a,4} {a,4} {a,4} ]

(“Purge 1” reversed): [ {1}* {C} {1}* {h} {1}* {i}
{1} {c}{1}" {a,4} {1}* {g} {1}* {o} {1}* ]

Represent wordlist as trie

oooooooooooooooooooooooooooooooooooooooooooo




Counting Guesses For Each Rule

37

Wordlist

Super
Password

Chicago

Super
Password

Chicago

&3

&3

Rule

H ’)

Reject if no
Replace a— 4

Replace e— a
Reject if no “a”;
Replace a—> 4

Guesses
N 2
e 3
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Advantages and Disadvantages

Method is preferable:

Few target passwords

Need guess number quickly
Not preferable:

Many target passwords

38 November 26, 2019



Fast Guess Number Estimation

39

LinkedIn + SpiderLabs

— 3.01 x 10'* Guesses

Enumeration Our Approach
Size ~3PB ~ 10 GB
Preprocessing > 2 years <1 day
Mean Lookup 27?7 < 1 second

November 26, 2019 | PasswordsCon | Stockholm, Sweden




Outline

4. Our techniques for systematic configuration
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Software Tools Depend On

Contents of the wordlist
Order of words
Contents of the rulelist

Order of rules

41
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Insight: Data-Driven Configuration

Rulelist
Wordlist l Password Set

42




Data-Driven Configuration

Contents of the wordlist

Order of rules

43
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Rule Ordering

Should the rules be in a different order?

Key idea: Order by # cracks per guess

44

1.
2.
3.

Append “1”
Replace “a” - “4”
Lowercase all

1.
2.
3.

Replace “a” - “4”
Lowercase all
Append “1”

November 26, 2019 | PasswordsCon | Stockholm, Sweden




Rule Ordering Results

80% -

~
o
2N

60% -

Percent Cracked

50% -

40%

Ideal
Data-driven
Original

45

10’

10"
Total # of Guesses

10"
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Word Completeness

Should other words be in the wordlist?

Key idea: Add frequent preimage “misses”

46

Preimages

Dagarna

Rulelist

Passwords

1. Append “1”

2. Replace “@” > “@" Ge—tD@g@rn@

3. Lowercase all

Dagarnal

_ dagarna
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Word Completeness (Sample Results)

Category Examples
Set-specific bfheros; ilovmyneopets”””
iEices.  +Adopets
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Word Completeness (Sample Results)

48

Category Examples
Set-specific bfheros; ilovmyneopets”””
Meaningful MaSterBrain; la la la

Short strings

a2;a23;7a; b2; g2
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Takeaway

https://github.com/UChicagoSUPERgroup

Guess Number Configuration

Analytical Tools

Enze “Alex” Liu, Amanda Nakanishi, Woe
Maximilian Golla, David Cash, Blase Ur %
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