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… display highly relevant ads to 
users based on their browsing 
behavior.

Online 
Behavioral 
Advertising



Google’s Online Behavioral Advertising 101

Google collects ac#vi#es.
(searches, page visits, map views, 

and watched videos)

1) Ac&vity Collec&on

Based on these ac8vi8es, their 
algorithm derives interests.

2) Inferencing

3) Targeted Ads

Adver8ser target selected 
audiences that share certain
“interests,” or “behaviors.”
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“Not much I can do to stop it,
so why worry?” (P55)

Prior Work



Our Prior Work: Google My Activity

Google collects ac#vi#es.
(searches, page visits, map views, 

and watched videos)

Ac&vity Collec&on

Are Privacy Dashboards Good for End Users? Evaluating User Perceptions and Reactions to Google's My Activity.
Florian M. Farke, David G. Balash, Maximilian Golla, Markus Dürmuth, and Adam J. Aviv. USENIX Security Symposium (SSYM '21)5

Exposure to My Activity, resulted in

- significant decreases in perceived concern and
- increase in perceived benefit from data collection
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Wilcoxon Sign-Ranked Test W = 2519.5 p < 0.001
with moderate effect r = 0.32



This Work: Google Ad Settings

Google collects ac#vi#es.
(searches, page visits, map views, 

and watched videos)

1) Ac&vity Collec&on

Based on these ac8vi8es, their 
algorithm derives interests.

2) Inferencing

3) Targeted Ads

Adver8ser target selected 
audiences that share certain
“interests,” or “behaviors.”

This Work
6
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5 Interest Types, 26 Topics, >2400 Interests

Activity-BasedAggregated

“…similar to people…" “…based on your activity…"



…

Our Prior Work: Disconnected Privacy Dashboards
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At the time, we thought that…

…the disconnect of what data is collected and how that data is used could 
be responsible for the dramatic shift in concern and benefit.

Collected Activities Inferred Interests

?



Labeling Task

In this Work: Let Participants Connect the Dots!
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We evaluate if…

… connecting activities to advertising interests, stabilizes perceived benefit 
of and concern for online data collection. 

Collected Activities Inferred Interests



“… I find them creepy because it 
means Google is watching me 
every step online.” (P172)

User Study



Study Design

Pre-Task
Percep&on

Labeling
Task

Post-Task
Percep&on

Interests
Exposure

Post-Exposure
Percep&on

Intervention IIIntervention I
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Labeling Task

Google My Activity

Google Ad Settings
(Labeled by participants)
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Labeling Task Explanation
Activity:
Extracted from My Activity
3x {Search, Maps, YouTube}
3x {recent, 3-, 18-months old}
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Labeling Task Explanation
Activity:
Extracted from My Activity
3x {Search, Maps, YouTube}
3x {recent, 3-, 18-months old}

Task:
“What interests do you 
think Google would apply?”
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Labeling Task Explanation
Activity:
Extracted from My Activity
3x {Search, Maps, YouTube}
3x {recent, 3-, 18-months old}

Task:
“What interests do you 
think Google would apply?”

Features:
Ability to Skip
Autocomplete via AdWords
Custom Labels
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“… as I use them for everything, 
they know more about me
than I know about myself.” (P101)

Results



People’s Understanding of Inferencing
2615 labels:

27% were on Ad Settings page

73% were not
70% existing label

30% custom label
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==

Participant Google

M Maps

I Images

Y YouTube

K Knowledge

C Christianity

P Pornography

C COVID-19

B Brewing W Wedding Gift

Too Generic Overly Specific Banned Context-Dep.

?

M Minecraft

D Disney+

T Taylor Swift Red

S Seattle Seahawks



People’s Understanding of Inferencing
2615 labels:

27% were on Ad Settings page

73% were not
70% existing label

30% custom label
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==

Participant Google

We find that…

… participants apply interest labels differently than Google.
Labels were often either too generic (“Images”) or overly specific (“Sims 4”).



Did the Labeling Task Work? 
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Did the Labeling Task Work? 
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In contrast to the labeling task…

… viewing the labels that Google applied significantly decreased concern, 
as labels were mostly perceived as too generic and low-risk.



The Generic Paradox
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🥱

Generic

17485015

0% 25% 50% 75% 100%

Not at all Slightly Somewhat
Moderately Extremely

How accurate do you think Google is when learning your interests?

Accurate > 180 Interests

🧑

Abuse Potential

Paradoxically…

… by focusing on the generic quality of interests and not on the volume and accuracy,
people allow Google to con&nue collec&ng data about their online ac7vi7es.



Takeaways
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Ad Settings
Interests by Google are 
somewhat accurate 
and perceived as too
generic and low-risk. 
Viewing them 
decreased concerns.

Labeling Task
Participants apply 
interests differently
than Google; Labels 
were too generic or 
overly specific.

🥱
😅

🧐

Future Work
Develop dashboards 
that better explain how
the data will be used, 
and demonstrate how
seemingly low-risk 
labels can be combined 
and can lead to abuse.

🧑🚒

🧑🍳
🧑⚖


