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Login Notifications



Login Notifications

1.Inform about logins

2.Help protect accounts



Do they actually help?

Confused to 
be malicious

Technical 
jargon

Annoying

Identify key components 
of real-world notifications

Test notification in 
ecologically robust manner



72 Notifications

Sign-In Information, 
Components,

Wording/Design

Analyzing Real-World 
Notifications



Metadata, 
Logo, Greeting, 

Affected Account

Closing, 
Legal Information

Login Information

Instructions

Baseline Notification



User 
Study



Which actions do users take after receiving notifications?
Do users understand why they received the notification?

Research Questions

RQ 2

RQ 3

RQ 1
Reaction & Comprehension



Do state-of-the-art notifications help users distinguish malicious 
and legitimate logins? 
Which information helps account owners with their decision?

Research Questions

RQ 2

RQ 3

Decision-Making & Execution

Which actions do users take after receiving notifications?
Do users understand why they received the notification?

Reaction & Comprehension

RQ 1



How do login notifications make users feel? 
When do they expect notifications to be sent?

Research Questions

RQ 3

Perception & Expectation

Which actions do users take after receiving notifications?
Do users understand why they received the notification?

Reaction & Comprehension

RQ 1

Decision-Making & Execution
Do state-of-the-art notifications help users distinguish malicious 
and legitimate logins? 
Which information helps account owners with their decision?

RQ 2



Study Structure

Legitimate

Malicious



Study Structure

Stage 1
N = 625

Account Creation Primary Task
+

Come back in 

7 days

14 days
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Study Structure

Stage 1 Stage 2
N = 625

• Account Creation

• Primary Task

7 days

Legitimate

• Primary Task

• Login
• Notification

Malicious
• Unexpected 

Notification

Stage 3
N = 229

2 days

SurveyDebriefing

+



Results
• Divers Age Range

• Average Education

• Mostly Non-technical



Legitimate

Malicious

RQ 1 How did users react? 

0%  Changed Password

20% Changed Password
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How did users react? 
Why?

RQ 1

• Seems suspicious

• Notifications are annoying

• Feel protected

Legitimate

Malicious

Other Factors
35%

16%



What helps users decide?

RQ 2

Location

Date

Device

Affected 
Account Name
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What helps users decide?

RQ 2

0% 20% 40% 60% 80% 100%

Location

0% 20% 40% 60% 80% 100%

Date

Device

Affected 
Account Name

Not at all helpful
Slightly helpful
Somewhat helpful
Moderately helpful
Extremely helpful

Not helpful Extremely 
helpful

50%

> 80% All info is at least slightly helpful

50% All info is extremely helpful~



97%
expect login notifications

not for every loginBUT

66% after suspicious account activity

60% on new device

47% in new location

What do users expect?

RQ 3



1. Notify about:
Devices, Locations, Suspicious Logins

2. Describe What Happened

3. Include Information in Metadata

4. Provide Specific Instructions

Recommendations

“unusual login”
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