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Passwords Are Everywhere

Stobert and Biddle. The Password Life Cycle: User Behaviour in Managing Passwords. USENIX SOUPS. 2014.2

• Accounts: 24 -> 100+

• Passwords: 6-8

Memorable 
Passwords

Reusing
Passwords

Coping

Memorability Issues
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Speed-running identity theft.

Password
Reuse
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Reuse Attacks?
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Email SHA-1 Hash
jenny@gmail.com aef7e39e…

joe@mail.com 5820c4ee…

john@hotmail.com 36c50933…

... ...
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Reuse Attacks?

6

Email Cracked SHA-1
jenny@gmail.com Hiking91

joe@mail.com R0cky!17

john@hotmail.com ILoveBananas!

... ...

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.



Reuse Attacks?
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Email Cracked SHA-1
jenny@gmail.com Hiking91

joe@mail.com R0cky!17

john@hotmail.com ILoveBananas!

... ...

I used 
“R0cky!17” 

everywhere!
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Reuse Attacks?
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Email Cracked SHA-1
jenny@gmail.com Hiking91

joe@mail.com R0cky!17

john@hotmail.com ILoveBananas!

... ...

Email Secure Argon2i Hash
joe@mail.com $argon2i$v=19$m=4096,…

… …
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Reuse Attacks?
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Email Cracked SHA-1
jenny@gmail.com Hiking91

joe@mail.com R0cky!17

john@hotmail.com ILoveBananas!

... ...

Email Secure Argon2i Hash
joe@mail.com $argon2i$v=19$m=4096,…

… …

Let’s match the 
email address
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Reuse Attacks?
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Email Cracked SHA-1
jenny@gmail.com Hiking91

joe@mail.com R0cky!17

john@hotmail.com ILoveBananas!

... ...

Email Secure Argon2i Hash
joe@mail.com $argon2i$v=19$m=4096,…

… …

I will try 
“R0cky!17” 

first!
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Reuse Attacks?
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Email Cracked SHA-1
jenny@gmail.com Hiking91

joe@mail.com R0cky!17

john@hotmail.com ILoveBananas!

... ...

Email Cracked Argon2i
joe@mail.com R0cky!17

… …

1x guess was 
enough!
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Let knowledge grow from more to more;
and so be human life enriched.

The
University
of Chicago
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University of Chicago



“You have already used this password before.”
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You have already used this password before.
Please choose a different one.

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.

Change Password:

************



UChicago Password History Database
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Username Hash of Password Created Changed

mwei hash(i<3cats1234) Sep 17, 2016 Jul 1, 2021 …
mwei hash(i<3cats2019!) Jul 1, 2021 present …

mgolla hash(p@nc@kes99) Jun 15, 2017 present …
jhainline hash(Tiwchnt89) Nov 10, 2017 Aug 23, 2020 …

… … … … …

mgolla@uchicago.edu

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.

20 
Years



The Idea

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.16

MatchingGuessesLeaks

</>
Python

Part 1

Measurement of 
password reuse over 

the past 20 years

Part 2

Survey of users that 
reused a password on 

their university account

Survey



Research Questions
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Defensive 
Hash-Cracking

Breach 
Coverage

Vulnerability 
Window

Email vs. 
Username

In the Wild 
Exploitation

Help Cracking Hashes:
CynoSure Prime and friends, especially Sein Coray (s3in!c),
Sam Croley (Chick3nman), Paul D. Ouderkirk (pdo),
Robert Reif (winxp5421), Michael Sprecher (hops),
and Royce Williams (TychoTithonus).

❤
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… and Juliette Hainline, Hayley Szymanek, Annika Braun,
Annika Hildebrandt, Blair Christensen, and David Langenberg.

Blase
Ur

Alexandra
Nisenoff

Maximilian
Golla

Miranda
Wei
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6 Years Later
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• Research and Technical Teams

- Researchers

- IT Services Team (ITS)

- Institutional Review Board (IRB) + Director of the IRB

• Leadership and Administrative Bodies

- General Counsel (Chief Legal Officer)

- Provost’s Office (Chief Academic Officer)

- IT Leadership (Chief Information Officer)

- Communications Team

- Administration

- Alumni Association



The part of the paper where you pretend you 
knew what you were doing the whole time.

Method
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Hospital + Alumni

Photo credit: University of Chicago Arts Alumni Network.21

MatchingGuessesLeaks Survey

</>
Python

227,976 Usernames



Password Leaks & Compilations

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.22

MatchingGuessesLeaks Survey

</>
Python

12x Breach Compilations450x Individual Leaks

1.4B Breach Comp.
Collection #2
Big Database Comp.
Anti Public
Exploit.In
Onliner Spambot



Password Leaks
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Username Matching

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.24

MatchingGuessesLeaks Survey

</>
Python

username: mgolla
mgolla@uchicago.edu

mgolla@cispa.de

mgolla

mgolla99@gmail.com



Password Tweaking

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.25

MatchingGuessesLeaks Survey

</>
Python

password

password
Password
password!
password123
p@ssw0rd
…

Heuristic-Based
● Das et al. 
● Wang et al.

Deep Learning
● pass2path

Hashcat Ruleset
● Best64.rule

Tweaking Methods



Common Passwords
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MatchingGuessesLeaks Survey

</>
Python

LinkedIn1

password1

P@ssw0rd1234

UChicago1

password1

P@ssw0rd1234



UChicago’s Password Policies
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MatchingGuessesLeaks Survey

</>
Python

Time Period Length Character Classes

Password

2015 - Present 12 - 19 3+

2010 - 2015 8 - 16 3+

Prior to 2010 8 - 16 2+

Passphrase
2016 - Present 18 - 32 1+

2014 - 2016 18 - 50 1+



UChicago’s IT Security Team
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MatchingGuessesLeaks Survey

</>
Python

Username Password …

mwei i<3cats2018! …

mwei i<3cats2019! …

mgolla Pf@nnkuchen99 …

… … … UChicago 
Password History 

Database
Our Guesses

Accessed by 
IT Services



Alert Affected Users
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MatchingGuessesLeaks Survey

</>
Python

!

Sent by
IT Services

Password
Reset



Users’ Perceptions

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.30

GuessesLeaks Survey

</>
Python

Matching

Surveys were customized to show participants 
the sources of data used to guess their password.

40 Participants



Ethics

U.S. Department of Homeland Security. Applying Ethical Principles to Information and Communication Technology Research. October 2013.31

● IRB: Approved by Institutional Review Board (IRB).

● Stakeholders: Study design informed by stakeholders.

● Informed Consent: Waiver; Affected users were notified.

● Education: We provided password security tips.

● Access: We did not have access to history database.

● Re-Identification: Limited meta-data (i.e., binned values).

● Payment: No payment for or redistribution of leaks.

● Survey: If data came from a sensitive leak (e.g., adult),

we did not display the source in the survey.



Where the data proudly disagrees with you.

Results

32



So How Bad Is It?
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12,247 correct guesses
based on password reuse (~ 5%)

(mgolla@gmail.com/@hotmail.co.uk/@web.de)

Unfortunately, also
~ 32% of users with a uchicago.edu email

in a data breach
(mgolla@uchicago.edu)

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.



Give Me Numbers!
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• 156,618 (out of 227,976) usernames were found in data leaks.

• 3,104,557 passwords were found in leaks (of those 1,663,284 non-compliant).

• We generated 1,562,510,968 guesses (all compliant).

14,161 total correct guesses.

12,247 from password reuse (affected 10,186 users).

1,979 from common passwords (affected 1,705 users).

35.5% of correct guesses were the user’s current password.

These accounts required forced resets.

Attackers could have compromised them at any time.

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.



Top Breaches Contributing Correct Guesses
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Individual Leaks Breach Compilations
LinkedIn 2012 2,433 1.4B Breach Compilation 2017 7,715
Chegg 2018 1,938 Collection #2 2019 7,591

LiveJournal 2017 979 Big Database Combo List 2019 7,499
Dropbox 2012 903 XSS.is 13B Account Leak 2019 6,960
MySpace 2008 767 Anti Public Combo List 2016 5,366
… … … … … …

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.

The “classics” still haunt
users over a decade later.

Breach compilations vastly amplify
password reuse attack surface.



Password Reuse over Time
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Reused Passwords Stay Valid for a Long Time
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Data Breach 
Became Public

Data Breach 
Occurred

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.



Password Lifetimes Are Shockingly Long

38

• Median lifetime: 6.2 years.

• Max lifetime: 19.8 years.

• Accounts stay vulnerable for years after a breach becomes public.
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Data Breaches Impact on Specific Groups
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Students 11% 41%

Faculty 54% 2%

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.



Should We Try to Crack Hashes?

40

Plaintext
85%

Hashed
15%

5F4DCC3B5AA765D61D8327DEB882CF99

482C811DA5D5B4BC6D497FFA98491E38

62099D23A9D9910879D67449D9E084ED

1C8F93D67A694EE1DE6363D20228DAC8

Sunshine!

correctbatteryhorsestaple

i@mforg3tful!

ineedapassword

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.



Password
password!
password123
p@ssw0rd
pa$$word

Tweaked
Passwords

45%
password

Verbatim 
Reuse

55%

Exact or Tweaked Reuse?
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Reuse Is Being Exploited!

42

Password resets due to suspicious activity

Data Breach 
Occurred

Data Breach 
Became Public

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.



Evidence of Real-World Attacks

• All compromised accounts on
September 30th, 2019, were found in
the Chegg breach not long after it was
added to HIBP on August 16th, 2019.

• 29x IT-flagged incidents involved
10+ accounts whose passwords we guessed.

Attack Accounts Source
March 2021 113 Breach Comp.
June 2020 115 LiveJournal

December 2019 206 LinkedIn
September 2019 134 Chegg

March 2018 291 Breach Comp.
… … …

[+] Checking email in public leaks...
[+] HaveIBeenPwned website results: 1
[+] Name: Chegg | Date: 2019-08-16T23:35:45Z | What leaked: Usernames,Email addresses,Passwords
[!] [MIT] Login unsuccessful!
[!] [Stanford] Login unsuccessful!
[+] [UChicago] Login successful!

Cr3d0v3r by D4Vinci – v0.4
Know the dangers of credential stuffing attacks.

Loaded 14 university website.



Survey of Affected Users (n=40)

44

• 68% of the survey participants had their current password guessed and reset.

• Many unaware they had accounts on breached services.

• Many unaware of the risk caused by password reuse.

• Almost nobody knew that their password was compromised years earlier.
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Try to Crack Accounts

Periodically Check Credentials via C3

Periodically Check Credentials On-Premise

Researchers Share Credentials with IT

Upload Credentials to C3 After Being Hacked
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Where speculation becomes ‘future work.’

Discussion
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Now What?
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Implement continuous credential monitoring,
not only one-time checks.

Promptly check high-risk (i.e., organization-related) 
breaches when they become public.

Implement processes to expire unused accounts.

Also check for reuse of hashed and tweaked
passwords in less common data breaches.

HIBP

Nisenoff et al. A Two-Decade Retrospective Analysis of a University’s Vulnerability to Attacks Exploiting Reused Passwords. USENIX Security. 2023.

Check for similar email and username matches,
not only exact email matches.



Takeaway
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Accounts vulnerable for
long periods (years!).

Reactive checks failed as 
passwords predated 
breaches.

Long-Lasting

Reuse is a greater threat
than common passwords.

UChicago began requiring
current faculty, staff, and 
students to use 2FA.

Reuse Vulnerability

Checking of credentials at
creation and periodically
afterward.

Expiration of unused
accounts.

Proactive Approach

Alexandra Nisenoff, Maximilian Golla, Miranda Wei, 
Juliette Hainline, Hayley Szymanek, Annika Braun, 
Annika Hildebrandt, Blair Christensen,
David Langenberg, and Blase Ur.


