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Smartphones:
An Extension of Ourselves




Motivation




Eﬂnﬁ‘ien this

situation!

-

{ What would you do?




“] had on my phone,

my banking, my credit card, socials,
even personal documents.

So when | lost it, it seemed like a

nightmare.g
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""" Phone Theft Across Borders
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« Common * Traumatic * Underexplored
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Research Questions

== RQI1: Preparation
How do users prepare for smartphone theft?

What risks do they associate with theft?

s RQ2: Response

What immediate concerns do users have upon losing
access to their device?

What is their first response, and where do they seek

assistance?
= RQ3: Harms & Threats

A What harms and threats do users deal with
after smartphone theft?
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Qualitative Approach

-”/n\‘
explore » construct theories test h.ypotheses. » design
P and find causal links g
mostly qualitative mostly quantitative

methods methods
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Real Victims, Real Experiences

@ rfiphonehelp - 10 mo. ago

Mobile Phone Theft Interview Study

Greetings,

We are currently looking for people who have had their phones stolen in the last two years
online interview with us. We are investigating mobile device theft and what happens when s
your phone.

The online interview will be conducted over Zoom and will last 60 minutes. You will be comp
equivalent of 50€ for your time.

If you think this interests you and you fit the criteria, please click on the link below to register
will be in touch with you soon.

Registration Link: https://study.ebs.cispa.de/phonetheft-study/
Feel free to reach out if you have any questions regarding the study.

This research is conducted by CISPA Helmholtz Center. The study is ethics-approved, and
is completely anonymous.

Thematic
Analysis

Recruited
over Reddit

Semi-Structured

Interviews

= r/LostMyPhone,
r/iPhoneHelp, ..

= 20 Participants
9 Countries

= Open Coding
Principles

n
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: _ Theft Severity
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2 participants

11 participants

|
|
|
|
|
: Armed Robberies
7 participants | m J
p P Medium :

|

|

|
| |
| |
| |
| |
: : Pickpocketing
| {E § 5} | S J
| |
| |
| |
| |
| |

Low
Opportunistic Thefts
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Results
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Phone Theft Journey

Pre-Theft

Post-Theft




" Pre-Theft Phase
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= Low Preparedness:
Reliance on simple locks

= Protection Methods:
Passcodes, biometrics,
2FA for some services
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| . Theft Phase

a Emotional Chaos

Shock, Helplessness, Panic,
Self-Blame

9 Initial Actions

Tracking, Lost Mode,
Blocking Cards

@ Seeking Help

Emotional: Family/Friends

Formal: Police/Service Providers
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@ iCloud Find Devices b~ +
< C [ % https://www.icloud.com/find/

& iCloud Find Devices

< All Devices = Haus
o

2, @54,@
Y S,
g,
. €
iPhone
Apple
1 minute ago @
Play Sound Mark As Lost
Erase This Device
St. Ingbert

Devils

Remove This Device

e
:t

Ingbert

Telekom.de @&

Lost iPhone

This iPhone has been lost. Please
call me.

+1(455) 555-8405

Emergency




. _ Post-Theft Phase

Sophisticated Phishing =

Apple

Your lost iPhone XR has been found

by the Police Department Check the = Econom IC, Psycholog ICa |,
details. https://findmy-iphone- Reputational Harms
maps.com/tayo

Sificerely; Anple SHBROIL = Disrupted Access: Banking,

Transport, |loT, Health

= |mpersonating Apple support

for credentials
= Attackers exploit distress
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. " Phone Theft Journey

Unprepared: People feel Feelings: Panic, Problems: 2FA, Access to
safe, underestimate risk Helplessness, Confusion Services

‘My phone will never get Key concerns: Photos, Struggles: Account

stolen’ Financial Apps, Private Data Recovery, SIM Replacement
Protection: Lock Screen & First actions: Track Phone, Threats: Phishing,
Biometrics Lost Mode, Call Bank/Carrier Impersonation
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recovered their phone!
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Discussion
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| ends up making me feel vulnerable.

The 2FA Paradox ————————-

|
2FA is supposed to protect me, but it doesn’t help me and I
|
|

Behavioral Shifts

|
: = Avoiding phone use in crowded spaces |
: = Carrying a burner phone |

rechnical (R > aB@ Non-Technica
ecnninica on-iecnnica
) )
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. Behavioral Patterns
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Activate
Lost Mode
Track Police Report | CQntact-Bank/
Carrier
Change Account
Passwords
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What People Fear Most
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Photos Messengers
16 16

Financial
19 Apps

Social

. 12
Media

10

Personal Notes
Email

Phone Apps to Protect from
Unauthorized Access
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Key Stakeholders
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Phone Vendors App Developers
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Law Enforcement
and Policymakers
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- What Are Vendors Doing
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Google Fi

&«

Theft protection

Use built-in safeguards to protect your personal

Stolen Device
Protection

data if your device is lost or stolen

Stolen Device Protection adds an additional
layer of security in the unlikely case that
someone has stolen your iPhone and knows
your passcode.

Accessing your saved passwords

Appl e requires Face ID to be sure it's you.

Changing sensitive settings like your
Apple ID password is protected by a
security delay.

Android

Auto-lock protections

Theft Detection Lock

No delay is required when iPhone is motion that could indicate theft

at familiar locations such as home

And vl

Not Now

Offline Device Lock

flaticon.com
26 Icons from flaticon.com



https://www.flaticon.com/
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:"" Phone Vendors
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Lock Down Now?

i

Wallet Item, Calendar, and Location

Tighten security when you are in a crowded
or risky place. Opening sensitive apps and
accessingphotos will requirebiometrics.

Contextual
Security
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Add Friend or Family?

3 Trusted Contacts

Let someone you know help secure your
phoneif it's lost. Choose a contact you trust
and canreachwithout yourdevice.

Social
Recovery

il = (-

Erase iPhone?

My iPhone

Last Successful Backup: Today at 01:16.

Your photos and apps are safe. You can use
this backup to set up a new device. Erasing
this phone will not delete your backup.

Informed
Reassurance
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Lock Down Now?

Wallet Item, Calendar, and Location

Tighten security when you are in a crowded
or risky place. Opening sensitive apps and
accessingphotos will requirebiometrics.

Contextual

Security

High Risk Mode

= Enforces biometrics for third-party apps,
photos, and services

= Triggered by contextual cues such as
wallet items, location, calendar
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Add Friend or Family?
°_o ‘

),

3 Trusted Contacts

Let someone you know help secure your
phoneif it's lost. Choosea contact you trust
and canreachwithout yourdevice.

Social
Recovery

Trusted Contacts

= Allows approved contacts to trigger Lost Mode

= Drives timely response, improves recovery odds
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Erase iPhone?

My iPhone

Last Successful Backup: Today at 01:16.
Your photos and apps are safe. You can use

this backup to set up a new device. Erasing
this phone will not delete your backup.

Informed
Reassurance

Backup Metadata

Eases hesitation to trigger remote locking
or remote wiping.

Reduces panic, promotes secure behavior.




. App Developers

PIN Reuse
Warnings

Emergency Account
Remediations

Alternative Recovery
Options
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Law Enforcement and Policymakers

g

[ [
282

Pessoas
de confianca

D
Emitir
Alerta

CELULAR
SEGURO

Registrar
telefone

Q

9:41 all T ==

)

Celulares com
Restricao

MINISTERIO DA JUSTICA E
SEGURANGA PUBLICA

T

9,

Maria Aparecida dos Santos

A
[

=

Inicio
Registrar Telefone

Registrar Pessoa de
Confianga

Emitir Alerta

Celulares com Restricao
Buscar Dispositivo

Perfil

Tutorial

Termos de Uso

Sair

MINISTERIO DA JUSTICA E
SEGURANGA PUBLICA

Centralized
Reporting

Tailored
Guidance

Stakeholder
Collaboration
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An Evolving Threat Model
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CHANGE SISN OUT OF C*;:’:‘S‘feo TURN ON
APPLE ID TRUSTED DEVICES PHone RECOVERY KEY

PASS WORD -
e -

ot

UNLOCK "BANK
PASSNWORDS

IN IeLoun USE APPLE
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Takeaway and Outlook
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s Why Users Struggle &= m Gaps in Support = = Recommendation G
Optimism Bias: Recovery Path: Key Stakeholders:
“It'll never happen to me.” Unclear and unguided Phone vendors, service
providers, app developers,
Existing Protections: Obstacles: policymakers
Scattered and complex 2FA and receiving SMS
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. _ TL;DR Podcast Emergency Kit
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